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Attack Category

» Privilege Exploitation

Vulnerability Category

¢ Process management
« Unconditional

Softwar e Context

¢ Threads and Processes

L ocation

Description

When creating a new thread it isimportant not to set
permissions that will allow untrusted code to write to
the thread.

The CreateThread() function creates a new thread.
The IpThreadAttributes argument allows oneto

set the security attributes of the created thread.
Threads with loose access rules are a serious security
problem. Do not set permissions that could allow
untrusted code to gain access.

APIs

FunctionName Comments
CreateThread

M ethodof Attack

ExceptionCriteria

If an attacker can get a handle to your thread

with some sort of write access, he can call
SetThreadContext() to rewrite the thread context in
order to affect some sort of stack smashing attack.

Solutions

Solution Solution Solution
Applicability | Description Efficacy

When creating a| Don't allow Effective.

new thread. an attacker Requires
torewritethe | understanding
context of some | security model.
thread you
create. Protect
thread with
proper ACLs.

Signature Details

HANDLE CreateThread(
LPSECURITY_ATTRIBUTES IpThreadAttributes,
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SIZE T dwStackSize,
LPTHREAD_START_ROUTINE IpStartAddress,
LPVOID IpParameter,

DWORD dwCreationFlags,

LPDWORD IpThreadld

);

Examples of Incorrect Code

SECURI TY_ATTRI BUTES sa,;

sa. bl nheri t Handl e=TRUE;

sa. | pSecurityDescri pt or =NULL;

/* set up a NULL _ DACL__ (not

the same as a NULL Security

Descri ptor, which

actually will take a reasonable
default) in our security

descriptor to all ow anyone to
connect to the pipe server */

sa. | pSecurityDescriptor =

( PSECURI TY_DESCRI PTOR)

mal | oc( SECURI TY_DESCRI PTOR_M N_LENG
InitializeSecurityDescriptor(sa.lpS
SECURI TY_DESCRI PTOR_REVI SI ON) ;

Set Securi tyDescri ptorDacl (sa. | pSecu
TRUE, (PACL) NULL,

FALSE) ;

sa. nLength = sizeof (sa);

sa. bl nheri t Handl e = TRUE;

sa. nLengt h=si zeof (SECURI TY_ATTRI BUT

/1 Create MAX THREADS wor ker

t hr eads.

for( i=0; i<MAX THREADS; i ++ )
{
/! Allocate nenory for thread
dat a.

pData =

HeapAl | oc( Get ProcessHeap(),
HEAP_ZERO_ NMEMORY,

si zeof (MYDATA) ) ;

i f( pData == NULL )

Exi t Process(2);

/!l Generate unique data for each
t hr ead.

pDat a- >val 1 i

pDat a- >val 2 i +100;

hThread[i] = CreateThread(

sa, // *** use specific security
attributes

0, // use default stack size
ThreadProc, // thread function
pData, // argunent to thread
function

0, // use default creation flags

TH) ;
ecurityDe:

rityDescr

ES) ;
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&wrhreadl d[i]); // returns the
thread identifier

/1 Check the return value for
success.

if (hThread[i] == NULL)

Exi t Process(i);

}
[/ VWAait until all threads have

t er m nat ed.

Wi t For Mul ti pl eObj ect s( MAX_THREADS,
hThread, TRUE, | NFI N TE);

/1 Close all thread handl es upon
conpl eti on.
for(i=0; i<MAX THREADS; i ++)

{
Cl oseHandl e(hThread[i]);
}

Examples of Corrected Code /* Specifying a NULL

| pThreadAttri butesr to
CreateThread() will apply a
default security descriptor to
the new thread. Normally, this
shoul d be reasonably restrictive
and hence reasonably secure. But
check to confirmspecifics. */

/1l Create MAX _THREADS wor ker

t hr eads.

for( i=0; i<MAX_THREADS; i ++ )
{
/!l Alocate nmenory for thread
dat a.

pData =

HeapAl | oc( Get ProcessHeap(),
HEAP_ZERO_ MEMORY,

si zeof ( MYDATA) ) ;

if( pData == NULL )

Exi t Process(2);

/1l Generate unique data for each
t hr ead.

pDat a- >val 1 i;

pDat a- >val 2 i +100;

hThread[i] = CreateThread(

NULL, // default security
attributes

0, // use default stack size
ThreadProc, // thread function
pbData, // argunent to thread
function

0, // use default creation flags
&dwThreadl d[i]); // returns the
thread identifier
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/1 Check the return value for
success.

if (hThread[i] == NULL)

Exi t Process(i);

}
[/ VWAit until all threads have

t er m nat ed.

Wi t For Mul ti pl eObj ect s( MAX_THREADS,
hThread, TRUE, | NFI N TE);

/1 Close all thread handl es upon
conpl eti on.
for(i=0; i<MAX THREADS; i ++)

{
Cl oseHandl e(hThread[i]);
}
Sour ce References e http://msdn.microsoft.com/library/

default.asp?url=/library/en-us/dll proc/base/
processes_and_threads.asp®

»  http://msdn.microsoft.com/library/default.asp?
url=/library/en-us/security/Security/createthread

Recommended Resour ce

Discriminant Set ‘ Operating System +  Windows ‘
L anguages - C
e C++
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